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Abstract

In 2019, the Tor Project enforced an end-of-life (EoL) policy for
Tor versions, leading to the rejection of outdated relays, amount-
ing to a notable fraction of consensus weight. While this policy
aids network maintenance, reduces backporting efforts, and short-
ens vulnerability exposure, its sociotechnical implications remain
unstudied.

A user study (N = 26) reveals that relay operators, though not
universally aware of the EoL policy, generally view it favorably.
Operational practices vary, occasionally excluding newly installed
relays from the network.

Network simulations, grounded in historical data, assess the pol-
icy’s immediate impact on Tor clients against common adversaries.
Results indicate a marginal adversarial advantage, with network
churn (i.e., relays entering and exiting) exerting a more pronounced
effect on user anonymity. Security metrics are introduced to eval-
uate relay contributions against two adversary models, enabling
ranking by individual utility and security. Analysis of four exclusion
rounds shows that a minority of rejected relays typically account
for over 50% of the security provided by all excluded relays.

Recommendations for EoL policy implementation are proposed
to mitigate potential drawbacks.
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1 Introduction

The Tor network [14] is a critical privacy-enhancing technology
currently used by millions of individuals [41]. The network is devel-
oped and open-sourced by a team largely funded through various
sources [65], run by independent operators, and audited by a large
community of academics and individuals. The Tor Project seeks
operators with intrinsic motivation to run relays in the network, as
there is no monetary benefit to running a relay. This governance
model has contributed to establishing a high level of trust, espe-
cially since the developers do not select who may contribute by
running relays. It contrasts with other networks, such as the one
created by Mullvad for its multihop VPN [1, 2] or Apple Relays [3],
for which both companies actively run relays themselves and do
not open-source their code. It also contrasts with networks such as
Nym [12], where nodes are run by various independent operators
who are incentivized with NYM tokens for their contributions.

However, over the years, the openness and independence of the
Tor developers have come at a price. The diversity of relay operators
has resulted in varying rates of adoption of new Tor versions. This
has forced the developers to allow old Tor versions to continue
running in the network, which has led to various issues. Examples
of discovered attacks [18, 29] by academics were eventually fixed
but remained exploitable for several years in the live network, even
on updated relays, due to backward-compatibility concerns with
old versions. The Tor developers also struggled to deploy major
changes to their network, often requiring compatibility code to
interface with the behaviors of different live Tor versions. This
further delayed improvements reaching Tor clients, since those
improvements would occur only if the client happened to build
circuits with the most up-to-date Tor relays.

Since 2019 [22], more than 15 years after Tor’s initial deployment,
the developers decided to become more restrictive toward operators.
The Tor Project redesigned the lifecycle of its software, establishing
an end-of-life (EoL) policy that involves no feature backporting to
multiple older versions and introduced a rejection deadline [63].
This approach effectively strikes a compromise between the inde-
pendence and freedom of operators and the requirements of the
Tor network as seen by the Tor Project. Each major version is set
to expire and be rejected from the network a few months after the
next major version is officially released. This EoL policy led to the
rejection of hundreds of relays and approximately 10% of relays in
the worst event. This rejection does not necessarily occur at regular
intervals, but over the last few years it has occurred about once a
year.
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Sociotechnical Aspects of Tor Relay Rejection

Outdated relays are rejected from the network based on the
Tor version they advertise to the authority servers. When creating
the network consensus, the authorities will not include rejected
relays in the final consensus, effectively excluding them from par-
ticipating in the network. This means that Tor clients will never use
excluded relays. An excluded relay can usually rejoin the network
by updating to a supported version.

We aim to study the tension created by this policy change and
are interested in the following questions:

RQ 1 What is the sociotechnical impact of relay rejections on the
anonymity provided by Tor?

RQ 2 How can the individual security contribution provided by a
Tor relay be measured?

To answer these research questions, we make the following
contributions, in order of appearance:

C 1 A user study to understand how relay operators perceive
the policy and to learn how they operate and what types of
frictions are usually encountered during the lifecycles of the
software used to contribute to the Tor network (Section 3).

C 2 A quantitative evaluation of the impact of rejecting relays,
using simulations based on historical data from the Tor net-
work and the Internet topology (Section 5).

C 3 Metrics to measure the contribution of individual Tor relays
to the network (Section 6).

In the following sections, we present our findings and provide
several contributions and recommendations to the community with
a focus on social and technical aspects.

2 Background
2.1 Tor basics

The Tor network [14, 66] consists of approximately 9500 relays and
nine directory authorities scattered across the globe and operated
by volunteers. A directory authority is a special-purpose relay that
maintains a list of currently connected relays and publishes an
hourly consensus file together with the other directory authorities.
Published consensus files contain information about all active re-
lays in the network and are used by Tor clients to make informed
decisions about which relays to select to build circuits.

A Tor circuit typically consists of three relays: guard, middle,
and exit. Each relay in the circuit is aware only of the identity of
the previous and the next relay. Thus, the guard relay knows the IP
address of the client but not the destination, and likewise, the exit
relay knows the IP address of the destination but is unaware of the
source of the request.

Multiple constraints apply when selecting relays to build a cir-
cuit [66]'. The same relay cannot be selected twice in a circuit.
Additionally, any relay in the same family, administered by the
same person or organization, will not be chosen as another hop in
the same path. Moreover, it is not permitted to select more than
one relay in a given network range, which defaults to /16 for IPv4
and /32 for IPvé.

! A recent proposal suggests relaxing those restrictions. The topic is under discus-
sion at the time of writing. See spec.torproject.org/proposals/354-relaxed-
restrictions.html.
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Figure 1: An overview of the timeline of events preceding
the exclusion of outdated relays from the Tor network.

During path selection, when considering a relay for a specific
position in a circuit, the choice is made based on the flags and
weights of the relay, along with positional factors called bandwidth
weights. These criteria enable clients to compute the bandwidth
for a specific relay in a specific position. Complete details of these
load-balancing equations and their calculations are documented in
related works [30, 56].

2.2 Updating Tor relays

Before 2019, limited restrictions were enforced on the Tor versions
accepted as relays in the network. Because of this, by late 2019 the
Tor network comprised relays running 85 different Tor versions,
with the oldest version released in December 2013 [22]. Some of
those versions were still supported by the Tor Project, and some
were no longer supported.

This situation posed two main challenges for the Tor Project.
First, it was maintaining five version series (i.e., major versions) to
provide fixes for major stability issues, security vulnerabilities, and
portability regressions [22]. Second, operating the network with
many versions made it more difficult to deploy certain security
fixes and new features. Changes were generally available only for
the supported versions, but those changes needed to account for
the unsupported versions still operating in the network.

Because of these challenges, the Tor Project decided to stop
accepting relays running unsupported versions. The project began
contacting operators running such versions, asking them to update
their relays to continue participating in the Tor network.
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Currently, the Tor Project handles the process of rejecting EoL
versions using public announcements (via its mailing list [67] and
its social media accounts [68, 69]) and direct emails to relay op-
erators who provided contact information when setting up their
relays. Since the first rejection of relays in 2019, the Tor Project
has proceeded as follows: once a version reaches EoL, the Network
Health team sends an email to the Tor relay mailing list and opens
a git ticket to track changes to be made in the source code to re-
move the rejected versions effectively. The time elapsed between
a version becoming EoL and its actual exclusion was significantly
longer in the first exclusion rounds. For the last exclusion round, the
notification to the mailing list was sent before the version became
EoL. Figure 1 provides an overview of the different events leading
to the exclusion of eight Tor versions.

3 Social aspects

To address the social component of RQ 1, we collected feedback from
volunteer relay operators regarding their experiences as Tor relay
operators. Our objective is to determine whether relay operators
are aware of the EoL policy enforced by the Tor Project and how
they perceive the value of this policy. We also examine how relay
operators keep their relays up to date (if they do) and how they
react when, or if, their relays are rejected from the network.

3.1 Method

To investigate how Tor relay operators manage their relays and
their views on the EoL policy and exclusion cycle, we conduct a
qualitative study of current and past operators. Following Lazar
et al. [39], our study has two parts.

First, we construct an interview guide for semi-structured in-
terviews and conduct a pilot interview with a colleague running
a Tor relay to identify areas of interest not covered by our initial
interview guide. Based on this pilot interview, we augment the
guide with additional topics of interest. As the colleague is aware
of our research direction and thesis, we do not include the pilot
interview in the results.

Second, we contact Tor relay operators via the tor-relays mailing
list and via printed signs at FOSDEM? in Brussels. Interested Tor
relay operators take the interview in one of the following settings:
in person during FOSDEM, via an online voice call, via a synchro-
nous text chat, or via asynchronous emails. In-person interviews
and online voice calls are audio-recorded after obtaining consent
from the participant. For text-based interviews, we save the tran-
script for analysis. We discuss ethical considerations in more detail
in Section 8. The recruitment process and the interview guide are
presented in Appendix C.

We acknowledge that there might be significant selection bias
in how we recruit participants: we are interested in how relay op-
erators manage their relays with a focus on the EoL policy. Finding
participants via the mailing list and at FOSDEM may not yield a rep-
resentative set, as the least dedicated relay operators are probably
not following the mailing list or attending FOSDEM. For this reason,
we adhere to a qualitative analysis and refrain from conducting a
quantitative analysis (e.g., via an online form with closed questions)
to avoid amplifying the selection bias.

2 fosdem.org/2026/
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Figure 2: Quantifiers and percentages used to present the
qualitative results. Each quantifier always refers to the same
number of participants throughout the section. Emphasis is
used when the quantifier appears in the text to remind the
reader that it carries a specific meaning.

3.2 Analysis

Between January 31 and February 8, 2026, we conducted 26 inter-
views. We conducted the interviews as follows: 6 in-person inter-
views at FOSDEM, 12 online voice calls, 7 synchronous text inter-
views, and 1 asynchronous text interview. The same researcher
conducted all interviews. All interviews but two were conducted
in English, which is not the native language of the researcher and
often not the native language of the participant either. The two
remaining interviews were conducted in the native language of
both the interviewer and the participant.

Using transcriptions of the audio interviews and saved tran-
scripts of the text interviews, we develop a codebook by having
two coders openly and independently code a set of three interviews.
From the codes created by the two coders, we build a common
codebook used to code all interviews. We augment this common
codebook when new codes emerge. The resulting common code-
book has 137 codes with 1511 coded segments in total.

Both coders regularly check the coded interviews to resolve
potential points of disagreement and to align their interpretations
of the data. We compute Cohen’s kappa [10, 39] score per code at
the interview level. The average score for the two coders is 0.78
(SD 0.23), indicating satisfactory agreement [39].

Similar to previous work [17, 23, 35, 38, 75, 78], we report the
prevalence of our findings using the quantifiers presented in Fig-
ure 2 instead of reporting exact counts.

3.3 Qualitative results

In total, participants manage 1379 relays located in 36 distinct
countries. On average, participants manage 53.1 relays (SD 148.4)
across 2.6 countries (SD 2.1). The majority of participants manage 5
relays or fewer; some participants manage a few dozen relays, and
some participants manage hundreds of relays. Many participants
have managed relays for less than 5 years, and the majority of
participants have managed relays for 5 years or more. The majority
of participants are solo operators, and many are part of 8 distinct
groups or organizations. We choose not to give more precise profiles
to limit information exposure and potential reidentification.
Although our participant sample might be biased toward com-
mitted relay operators, some participants are not aware of the EoL
policy. The other participants are at least vaguely aware of the

policy.

3.3.1 Update workflow. The majority update Tor manually: the
process needs to be started by a human operator. However, the man-
ual update is often triggered by a regular reminder or a message
on the Tor Project mailing list announcing a new release. Among
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the participants stating that they manually update Tor, we find
people operating large numbers of relays who still prefer to update
manually. For example: “So we only update when it’s needed, for
example, when a security patch is relevant to our situation or when
the Tor Project actually marks a previous version as EoL or danger-
ous or bugged.” (P12) Participants mention various motivations to
manually update: for a few participants, there are no automatic
ways of updating on their operating system (OS); a few participants
want to manually check the changelog; some do not need their
update process to scale up; some feel that the process is simpler,
simple enough, or familiar; a few want to evaluate whether the
relay reputation hit is worth taking or want to test the update on a
few relays before applying it to all relays. Finally, one participant
mentions that they never update their relay: “as an extremely casual
relay operator, I mostly don’t [update my relays]” (P25). Another
participant performing manual updates says: “I honestly forget I run
Tor nodes unless something makes me think about them” (P10).

Among participants updating automatically, several also man-
ually update when requested by the Tor Project if their update
schedule is infrequent. “Packer rebuilds the cloud images at least
once per month on a schedule, but we can trigger immediate rebuilds in
case of CVEs or other notices that require a quicker turnaround.” (P16)
Motivations to automatically update include familiarity with this
process, supporting the Tor developers, applying the latest security
patches, and reducing maintenance burden. It is important to note
that operators who manually update their relays are not necessarily
slower to update than those with automatic updates: automatic
updates might run on a monthly schedule, whereas manual updates
can be performed upon notification on the Tor Project mailing list,
for example. “I'm on the announcement mailing list, so when I see
that there’s a new release then I usually update it certainly within a
week, maybe within a few days.” (P08)

3.3.2  Tor package repository. Many participants report that they
use the default package repository of their distribution for Tor. Most
participants use Debian and/or Ubuntu. Some participants use other
Linux distributions, such as Alpine or NixOS, for instance. There
are also a few participants who use FreeBSD and/or OpenBSD with
the goal of increasing OS diversity on the network. It is not unusual
for some participants to run multiple distributions and/or OSes.

We analyze the version of Tor shipped by different OSes in re-
lation to the Tor versions accepted in the network since 2019. Fig-
ure 3 provides a visual representation of Tor versions shipped by
OS repositories. Whether we look from the Tor Project’s point of
view or from package maintainers’ point of view, multiple versions
are maintained simultaneously in both cases. The grayed part rep-
resents versions rejected from the network. We notice that Debian
generally ends up shipping a Tor version that is not accepted any-
more toward the end of its lifetime, even if the Tor version it ships
is marked as long-term support (LTS). The same applies to Ubuntu
LTS versions. In addition, however, Ubuntu LTS does not gener-
ally ship an LTS version of Tor. For example, if Ubuntu 22.04 (LTS)
shipped Tor 0.4.5 (LTS) instead of 0.4.6, it would still have been
excluded, but 5 months later. Even OSes with shorter release cycles,
such as Alpine Linux or FreeBSD, sometimes ship outdated Tor
versions. This is due to multiple release life cycles having different
schedules, philosophies, and maintainers.
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Figure 3: Tor binary packages provided by different OS
software repositories (dotted lines) compared with the Tor
Project’s official source code releases (full lines). Dotted lines
stop when an OS version is no longer supported, annotated
by a marker. Full lines stop when a Tor version series reaches
EoL.

OS release cycles can affect the ability of volunteers to participate
in the Tor network. Some operators are not always aware of this:
“You might know that Debian has some very old packages in it. It took
me a while before I learned that actually if you just enable the ORPort
on Debian Tor, it’s rejected by the network because it’s too old.” (P25)
Even if aware, one relay operator using Debian with the default Tor
package mentions that “The relay was still seeing traffic at the time,
so I thought Ill just let it be and it continued to receive and process
traffic, so that was fine.” (P03)

We note that the Tor Project is aware of the problem. In their
installation guides, they recommend using their own package repos-
itories for Debian, Ubuntu, RHEL, and Fedora [73]. Concerning
FreeBSD, they recommend using “latest” package releases instead of
the default “quarterly” option in order to get faster Tor updates [74].

Package maintainers providing fast updates help operators run
the latest version without too much burden: “[FreeBSD and OpenBSD]
both have high-quality Tor packages available, because there is Yuri
who maintains high-quality packages for FreeBSD and OpenBSD. So
we always have them fast, all the updates.” (P12) However, they
recognize that this burden is instead on the package maintainer’s
shoulders, who need free time to provide updates, and that it could
be a single point of failure if the maintainer is absent or if the
package repository is down.

3.3.3  Opinion about EolL policy. During the interviews, we pro-
vide a brief description of the EoL policy to the participants. We
then ask for their opinions about this policy. Most participants are
aware of the policy, and most are positive about it. This positive
reaction is generally the first point they express when asked for
their opinion. Some have either no strong opinion or understand the
rationale without an explicitly positive sentiment in their wording.
Almost all participants support the policy for the security bene-
fits they perceive: new releases often fix potential vulnerabilities
or introduce new security-related features. For some participants,
updating is also important to help the developers deploy new fea-
tures and remove the burden of maintaining multiple version series
concurrently.
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While participants are generally positive regarding the EoL pol-
icy, some nuanced aspects are mentioned. According to a few par-
ticipants, the policy adds a maintenance burden on operators, who
must keep systems up to date and track which version is about
to be rejected. This burden is generally considered reasonable by
the operators who mention it. However, one participant thinks
that, while it is normal to expect this from “middle- to large-scale
operators”, it can discourage small operators: “There are also many
relay operators that run like one relay or two relays [...], they didn’t
sign up for having monthly maintenance.” (P12) Another participant
thinks the burden is reasonable only if operators are notified one
or two months in advance (P18). Some participants are concerned
that the policy might reduce the diversity of relays in the network.
Indeed, less committed operators might run relays in otherwise
uncovered areas and be removed from the network if they do not
update frequently enough. We note that, except for two of them,
these nuanced operators have managed relays for five years or
more. Despite the nuances, participants value the Tor Project and
its community for their voluntary support.

Finally, based on participants’ wording, it was not always clear
whether they could distinguish between the EoL policy and the
“not recommended” flag that was recently applied to some 0.4.8.x
versions. Being clearer about the EoL policy when newcomers
set up a Tor relay is suggested by a few participants. Clear and
proactive communication from the Tor Project is important to some
participants; they appreciate emails from the Tor Project notifying
them that a relay they operate is down or has an issue. This was
also discussed on the mailing list [50, 77].

3.3.4 Reaction if rejected. As mentioned, the participants we in-
terviewed are likely among the most committed relay operators.
Only two participants are certain that one of their relays was ex-
cluded from the network. Both of them updated the Tor package to
continue participating in the network.

Some participants would be annoyed, some embarrassed, or some
surprised at first if their relay were excluded from the network.
Some would feel as though they had failed in their duty as relay
operators. Given the results presented in the previous sections, mul-
tiple operators acknowledge that they would understand why their
relay was rejected. Most importantly, about half of the participants
mention that they would update their relay if they learned that it
was excluded. Many also mention that it would prompt them to
revise their update process.

In practice, however, most excluded relays never return. To ob-
tain an actual number, we sample historical consensuses from the
directory authorities [71] at three different dates: one month be-
fore, just before, and one month after an exclusion date. Figure 4
presents our results regarding the April 2024 exclusion. Out of the
7765 relays in the network, 553 had a to-be-excluded Tor version
one month before. 75 of them updated before the exclusion deadline,
while 440 did not and were excluded. Finally, by looking one month
later, we observe that 68 (15%) excluded relays returned with the
same fingerprint, while 372 (85%) excluded relays did not return
(or not with the same fingerprint, at least). In addition, the chart
shows that several hundred up-to-date relays enter and leave the
network over the course of one month. This flow is what we call
the natural churn of relays.
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Figure 4: Flow of Tor relays before and after the 2024-04
exclusion (< 0.4.8.0-alpha-dev). Churn flows represent relays
entering and leaving the network, unrelated to the EoL policy.
Outdated relays run a version that is older than the one
accepted on 2024-04-21; if they update, they join the Up-
to-date flow, otherwise, they fall into the Excluded flow.

3.3.5 Key takeaways. There is no single way to operate relays in
the Tor community. For various reasons, the majority of operators
prefer manual updates, whereas others prefer automatic updates
of the Tor daemon. Although the Tor Project recommends against
using default package repositories for well-known OSes [73], we
encountered operators who use them. The differing lifecycles of
OS distributions may result in fresh relays from new contributors
being excluded immediately. Some participants are aware of the EoL
policy. Yet, even within our sample of dedicated operators, most
were only vaguely aware. Others became aware of it only after
their relay was actually excluded. The policy is widely supported,
primarily for improving network security, enabling faster feature
deployment by Tor developers, and reducing maintenance by lim-
iting parallel versions. However, experienced operators highlight
concerns about reduced diversity, unclear policy communication,
and the impact of announcement timing.

In the next sections, we define Tor’s threat model and adver-
saries and analyze how the rejection of relays due to the EoL policy
impacts its security (i.e. its anonymity). This direction is supported
by the results of the quantitative analysis presented: participants
generally support the EoL policy and cite the security of the net-
work as a main benefit. We also analyze the impact of the hundreds
of relays entering and leaving the network, irrespective of the EoL
policy.

4 Threat model

Tor’s threat model aims to defend and provide a degree of anonymity
to users, on a best-effort basis, against non-global adversaries. Prior
literature has developed several deanonymization techniques em-
ploying local adversaries to identify Tor users [32, 36, 44, 57]. These
techniques are generally feasible when an adversary can intercept
communication on both sides of a Tor circuit. The adversary can
then correlate traffic between the client and the guard with traffic
between the exit and the final destination [44]. Such attacks are
called traffic confirmation attacks: they reveal that a given client
connected to a given destination address. In this threat model, ad-
versaries include relays within the Tor network itself; an adversary
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controlling a portion of end paths could position itself as both
guard and exit relays in circuits to deanonymize users [57]. Other
potential adversaries include autonomous systems (ASes) [19] that
handle Internet traffic passing through their networks and are there-
fore capable of correlating traffic at each end of a circuit. However,
these are not the only entities capable of observing Tor user traffic.
Some studies [31, 34, 45] also suggest considering Internet exchange
points (IXPs) as potential threats.

Similar to Barton and Wright [6], Rochet et al. [58], Sun et al.
[61], we categorize these adversaries into two classes. The first
class is the relay adversary, which controls a subset of Tor relays to
deanonymize users. The second class is the network-level adversary,
namely an AS or IXP, capable of intercepting communications on
both sides of a circuit when traffic passes through them. We consider
such entities suspect if they are able to observe both ends of Tor
circuits.

5 Exclusion anonymity impact

To study the technical anonymity impact that relay rejections had
on Tor users (RQ 1), we created an updated version of TorPS (John-
son et al., 2013 [31]) to match the path selection algorithm in effect
during the exclusion periods. This tool evaluates, via a Monte Carlo
method, the probability of compromise that a typical Tor client
faces while using the Tor network. This probability is cumulative
as time advances: the more a Tor client uses the network, the more
likely it is to be compromised. We measure this cumulative proba-
bility over time for a typical Tor client. We evaluate the impact that
relay rejections had on Tor clients during a timeframe spanning
14 days before to 14 days after an exclusion date to gauge the risk
created by rejecting honest relays. We assume that potentially mali-
cious relays are up to date or misreport their versions and therefore
would not be rejected. This is a reasonable assumption: attacking
the network already takes high effort, whereas announcing a fake
version or updating a relay takes little effort.

The exclusions considered are the following: 2021-12-01, 2022-
03-21, 2022-10-07, and 2023-05-17 [63]. These exclusion rounds are
those for which the Tor Project shared the list of excluded relays.
We also use the algorithm from Qiu and Gao [52] to infer the AS
path between the client and the guard and between the exit and the
destination. Qiu and Gao [52] use Border Gateway Protocol (BGP)
data to learn about existing paths and neighboring ASes on the
Internet. When a path is announced via BGP, Qiu and Gao [52] save
it as what they call a sure path. During inference, paths might be
extended using neighboring ASes, and the number of hops added
to a path using neighboring ASes is called the unsure length. When
inferring a path from a given AS to a destination prefix, we use
the Least Uncertainty First strategy from Qiu and Gao [52]: the
inference procedure returns paths with the smallest unsure length,
ordered by the probability that the path is used on the Internet.
This probability is derived from the number of times the path has
been observed in BGP data. We always take the first result as the
inferred path to ensure reproducible results across executions.

Our goal is to measure the impact of the exclusions on Tor clients’
anonymity. To this end, we consider (i) a network adversary com-
promising some ASes (Section 5.1), (ii) a network adversary com-
promising some IXPs (Section 5.2), and (iii) a relay adversary adding
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malicious relays to the Tor network (Section 5.3). Following John-
son et al. [31], for each exclusion and adversary type, we compute
the probability of compromise over time. A client is considered
compromised as soon as an adversary compromises one of its cir-
cuits.

Similar to previous literature [6, 15, 55, 58, 61, 76], we use data
from multiple sources to reproduce the Tor network state during
past exclusions. The data used are time-dependent whenever avail-
able; that is, the past is reconstructed as faithfully as the available
data allow.

In total, four sets of simulations are run (one set per exclusion)
with the following parameters:

e 10,000 Tor clients whose locations are computed based on Tor
Metrics [70] and on the AS ranking provided by CAIDA [8];

e the 100 most popular destinations, taken from Tranco [40], which
provides a ranking of popular domains by aggregating the rank-
ings of other providers over a period of 30 days;

e consensus documents from the Tor network [64] to model the
Tor topologys;

o BGP and IXP data to model the topology of the Internet, from
RouteViews [59] and the Center for Applied Internet Data Anal-
ysis based at the University of California’s San Diego Supercom-
puter Center (CAIDA UCSD) [9], respectively.

For each set, two simulations are run: one with the historical
data [64] and one with the historical data augmented with the
relays that were scheduled for exclusion, effectively simulating
the network as if the exclusion had not occurred. The difference
between the two results represents the impact of the exclusion.
The results we obtain from the simulations may differ if we decide
to change the above parameters. However, this setup reflects the
general trend of the evolution of user anonymity. Moreover, the
differences between two experiments using the same setup are in
any case worth comparing.

5.1 AS adversary

In the AS adversary setting, the two most frequent ASes (i.e., the two
ASes that appear most frequently on both ends of the circuit) are
considered suspect ASes but non-colluding. Similar to DeNASA’s
approach [6], any AS appearing at both ends of a Tor circuit is
considered suspect; however, a few ASes appear significantly more
frequently. These two ASes are treated as suspect ASes, and the
evaluation is conducted against them. An evaluation against all of
them could also be performed, which would shift the base probabil-
ity closer to one. This choice is motivated by the marked difference
from the first two ASes (Appendix F, Figure 11).

Figure 5 shows the cumulative distribution function of compro-
mised clients over time for four recent exclusions, based on our
simulations. On each graph, the solid red line represents the his-
torical data: when the exclusion occurs, some clients are impacted
and observe their guard go offline. Those clients must select a new
guard. As the new guard is located elsewhere, migrating clients
may now have a suspicious AS on the path between them and
their guard. As they connect to many destinations over time, it is
also likely that the same suspicious AS is on the path between the
exit relay and the destination. For this reason, a number of clients
generally become compromised a few hours after the exclusion.
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Figure 5: Probability of path compromise with top-2 suspicious ASes. The gap between the red and green lines shows the
advantage the exclusion gave the suspicious ASes — roughly a few days of running the network without excluding relays.

The dotted green line on each graph represents a scenario in
which the exclusion does not occur. In this case, clients do not ob-
serve their guard go offline, and they can continue using it without
selecting a new guard and potentially using a compromised path.

A general slope of the cumulative distribution function is also
observed, and analysis of the data reveals that the natural churn of
relays in the network (observed earlier in Figure 4) is the main factor.
Another factor is the guard-flag assignment logic for some low-
bandwidth relays. The data reveal that some low-bandwidth relays
gain and lose their guard flag due to variation in their bandwidth
as measured by the authorities. This instability could be mitigated
by slightly increasing the bandwidth bar to gain the guard flag and
reducing the bar to lose it.

It is noteworthy that around 1% of additional clients were com-
promised during the 2021 exclusion, whereas only about 0.30% were
compromised in 2023. This decrease over time can be attributed to
two main factors. First, relay operators may have become accus-
tomed to updating their relays regularly; otherwise, their relays are
rejected from the network. Second, the Tor Project gained insights
from previous exclusions and improved the workflow over the years
to keep relay operators up to date with the policy. This decrease is
also evident in mailing list communications from the Tor Project:
in their email regarding the 2019 exclusion round, they stated that
the excluded relays accounted for 13.25% of the consensus weight
(computed approximately one month before the exclusion) [47]. For
the 2023 exclusion round, the Tor Project stated that the excluded
relays accounted for “roughly 7% of the advertised bandwidth of
the network” (computed five months before the exclusion) [37].

While the number of relays listed for exclusion may seem high
(ranging from 344 to 644 for the exclusions we consider) [63], it
is noteworthy that the effect of the exclusion is not as alarming.
Although an additional fraction of Tor clients (up to = 1%) is sud-
denly compromised as a result of the exclusion round, a closer
examination of the graph in Figure 5a shows that the proportion of
compromised clients in the historical scenario immediately after
the exclusion (on 2021-12-03) is the same as in the more optimistic
scenario where the excluded relays were kept four days later (on
2021-12-07). This implies that, even without exclusion, the same
proportion of compromised clients would have occurred, but four
days later.

Note that the high value for the base compromise rate is due to
how the Internet is currently built around high-speed tier-1 tran-
sit ASes such as AS6939 (Hurricane Electric) and AS3356 (Level
3 Parent). It is possible to reduce this base-rate compromise with

path selection logic that leverages the current surplus of band-
width within guard and middle positions of circuits to steer paths
away from these suspicious ASes while maintaining a balanced
network [58]. Another unexplored approach could be to revisit the
guard-flag assignment logic to account for such issues; the assign-
ment does not even need to be the same for everyone. It is, however,
important to understand that the how is not the most difficult prob-
lem; addressing this problem correctly requires tapping into the
surplus of bandwidth within path positions, which is equally useful
for solutions to other adversarial threats that the Tor network faces,
such as website fingerprinting potentially addressed by traffic cov-
erage [43, 51], which also exploits bandwidth surplus. Ultimately, it
becomes more a question of what should be done rather than how
to approach these problems individually. Possibly, a compromise
could be found to tap into the same bandwidth surplus, but what
compromise is needed remains an open question.

5.2 IXP adversary

Similar to the AS adversary, the top three organizations that ad-
minister multiple IXPs are considered suspicious. Figure 6 presents
the experimental results. The same observations made for AS ad-
versaries apply.

Inferring which IXP transfers data between two ASes is not
straightforward. First, previous literature [5] indicates that detect-
ing an IXP between two ASes is not trivial. Second, when ASes on
the path are known to be connected by multiple IXPs, there is no
simple way to determine which IXP is used, if any. In fact, even
if two ASes are connected by a single IXP, those two ASes might
also be paired directly. In that case, the traffic might completely
avoid the intermediary IXP. To determine the IXP that observes
the traffic flowing between a pair of ASes, multiple strategies are
possible.

In Figure 6, two selection strategies are depicted. First, one IXP
is selected at random when multiple IXPs are likely to connect two
ASes. Second, all IXPs that could connect two ASes are selected
and presented as the worst case on the graphs in Figure 6. That is,
when an IXP must be selected to connect two ASes, all IXPs con-
necting the two ASes are selected. As expected, the proportion of
compromised paths is slightly higher with this heuristic than when
a single IXP is selected at random. However, the relative difference
between the historical exclusion and the simulation without exclu-
sion remains similar. This indicates that the inference algorithm
used to select IXPs influences the proportion of compromised paths
but does not invalidate our claim.
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Figure 6: Probability of path compromise with top-3 suspicious IXP organizations. The gap between the red and green lines
shows the advantage the exclusion gave the suspicious IXPs - roughly a few days of running the network without exclusion.
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Figure 7: Probability of path compromise with adversarial relays (10 exits and 20 guards, each with a 150,000 consensus weight).
The vertical gap between the red and green lines represent the advantage the exclusion gave to the adversarial relays: the
advantage is equivalent to a few days of running the network without excluding relays.

5.3 Relay adversary

For each relay adversary experiment, the adversary controls 10 exit
relays and 20 guard relays added to the network. Each adversary-
controlled relay has a consensus weight of 150,000, similar to the
top relays in the network. These figures are reasonable assumptions
based on previously reported malicious actors [48, 49].

Figure 7 shows the cumulative distribution function of clients
compromised by the relay adversary over time. As with the net-
work adversary, the increase in the number of compromised clients
diminishes over time. This can be explained in the same way as
for the network adversary. However, it should be noted that the
consensus weight for the adversary remains the same across all
experiments, while the Tor network grew over time. Thus, the to-
tal fraction of the consensus weight controlled by the adversary
decreases over time.

One key difference is worth noting: in Figure 7a, the probability
of compromise after the exclusion is not reached as quickly as in
Figure 5a. In Figure 5a, it took four days for the scenario in which
the excluded relays are kept in the network to reach the same level
of client compromise as in the historical scenario. Here, the graph
in Figure 7a is not wide enough to show when this occurs, but
the raw data indicate that it took nine days (instead of four). This
could be explained by the overall diversity that currently exists
in the network against each adversarial model. The higher the
diversity, the lower the adversary’s strength. Our results show that
the concentration of paths to a few top ASes is more significant
than the concentration of paths to a few top relays. This might
be addressed by adapting the path selection algorithm, and the
literature already explores this idea [56].

6 Individual relay utility and security
contribution

In the previous section, we showed that excluding relays gives
adversaries (presented in Section 4) an advantage over a situation
without exclusion. We now quantify which relay provides the most
security to the network among the relays about to be excluded. To
this end, we propose metrics that capture the utility and security
contribution of a specific relay (RQ 2). This contrasts with security
metrics in related work, which usually aim to evaluate the security
of the whole network [7, 16, 56, 60, 62]. However, summing the con-
tribution of each relay would yield an evaluation of the network’s
security. Our metrics focus on quantifying relays’ contributions
rather than evaluating client anonymity directly. Each metric is
designed to capture the security contribution against a specific
adversary we consider. This depends on multiple properties of the
relay and the network, and on how those properties are used in the
path selection algorithm.

In the context of exclusions, the goal of these metrics is to indi-
cate which relays are most important to maintain in the network.

6.1 Notations

We extend the conventions in notation used by previous litera-
ture [25, 26] and the Tor specification [66]. For a set of relays in
the network, we use uppercase calligraphic letters (e.g., the set G
of all relays flagged as guards in the network). We use lowercase
italicized letters for a particular relay (e.g., a guard g).

For the remainder of the section, we define the following sets:

e R, the set of all relays in the network.
e A, the set of all network adversaries.
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e G, the set of all relays flagged only as guard.
o &, the set of all relays flagged only as exit.
e D, the set of all relays flagged both as guard and exit.

As mentioned in Section 2.1, for a relay r, the bandwidth used in
the path selection algorithm is computed differently depending on
the position in the circuit in which we want it to be. We denote the
bandwidth for a relay in the guard position as bwy (r). Likewise, for
the exit position, we write bw, (7).

We also use the normalized bandwidth of a relay with respect
to its position in a circuit. For instance, let r be a relay, and let
bwy(r) be its bandwidth in the Tor network as a guard. Then the
normalized bandwidth of that relay is computed with the following
formula:

bwy(r)
ZgE GUD bwg (g) .
Note that this normalization is performed over the bandwidth of
all the guard flagged relays in the network, not all the relays.

We also define, for a given guard g used in a circuit, the set
reachgyp (g) corresponding to all exit flagged relays that can be
paired with g in the circuit. Likewise, for a given exit e in the circuit,
reachgyp (e) is the set of guard flagged relays that can be paired
with e as the guard of a circuit.

)

normgyp (bwy (7)) =

6.2 Relay utility metric

We define relay utility as the number of circuits that can be built
using that relay. This depends on the number of other relays that
can be combined with it to complete the circuit. Instead of consid-
ering the raw number of relays, we use the relays’ bandwidth. This
captures not only the number of circuits but also how many clients
can use those circuits.

This metric does not make strong assumptions about a potential
relay adversary. We assume that relays about to be rejected are not
malicious and that the adversary already operates other relays in the
network. The metric estimates relay utility for clients: useful relays
have relatively high bandwidth and can be paired with a substantial
share of exit capacity. This value also indicates the marginal increase
in success for an already operating relay adversary: if a relay is
used by a large number of clients and is excluded, all those clients
will have to select new relays for their circuits and might end up
selecting an adversary-operated relay.

When considering a relay g as a guard in a circuit, we are inter-
ested in the exit relays that can be paired with it. For a guard g € G,
we evaluate its utility as follows:

RM(g) = normgup (bwg(g) X )

ecreachgup (g)

normgyp (bwe (e)).

@
For an exit e € &, we obtain the following metric using the same
reasoning:

RM(e) = normgy g (bwe(e)) X Z

gereachgyup (e)

normgy p (bwy(g)).

©)

When a relay d € D can serve as a guard or an exit relay in a
circuit, its total utility is the sum of its utility as a guard and as an
exit. Note that there is no double counting of resources: bwy(d) and
bwe (d) are computed by the authorities to distribute the resources
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of d between the guard and exit positions. This yields the following
metric:

RM(d) = normgyp (bwg(d) x >

ecreachgup (d)

+ normgy g (bwe(d)) X Z

gereachgyp (d)

normgy p (bwe(e))

normgyp (bwg(g)).

4)
Multiple factors govern the value of the relay utility metric: (i) the
share of bandwidth the relay provides in its position (captured
by bwg(r) and bwe(r)), (ii) the share of relays that can be used
to build a circuit (captured by reachgyp(r) and reachgyp (7)),
and (iii) relay-selection constraints such as families and network
addresses (captured by reachg ¢ (r) and reachgy (7). For more
details, the reader may refer to Appendix D.

6.3 Network adversary metric

The second metric we propose measures how unlikely it is that a
relay is used to build a compromised circuit. This is applicable to
AS and IXP adversaries. However, we consider only AS adversaries
in this section. As mentioned in Section 5.2, inferring IXPs along
an Internet path depends on the selected heuristic and can yield
very different results.

The idea is to compute the probability that a network adversary
a appears on both ends of a circuit given that a relay ris used to
construct the circuit. We denote that probability as Pr(al|r). This
probability is the product of the probability Pr(a|g) that a appears
before the guard g and the probability Pr(ale) that a appears after
the exit e. We also use the probability Pr(r) that a relay risina
circuit and the probability Pr(r|r’) that r is in the circuit given that
7 is in the circuit.

For a relay r, we then compute the following metric:

NM(7) = Pr(r) ]_[ 1-Pr(alr), ()

aeA

capturing, for all adversaries a, the probability that ris in the circuit
and does not put ain a position to compromise the client. In practice,
we can replace the probability Pr(r) with the bandwidth bw(r), as
this is how path selection weights the relays when choosing them
randomly.

If we consider a guard g € G, the fully developed metric is as
follows:

NM(g) = bwy(g) 1—1 1-|Pr(alg) x Z Pr(ale) Pr(elg)| -
acA L ecreachgyp (g) |
(6)
Similarly, if we consider an exit e € &, we obtain:
NM(e) = bwe(e) ]_[ 1-|Pr(ale) x Z Pr(alg) Pr(gle)| .
aeA | gereachgup (e) |
()

Finally, if we consider a relay d € D that can be a guard or an
exit relay, its total contribution is the sum of its contributions as
guard and exit. As with RM(d) (Equation (4)), there is no double
counting of resources, as bwy(d) and bwe(d) are computed by the
authorities to distribute the resources of relay d between the guard
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(a) Different relay positions. AS2 can see all flows, and AS5 can see
one flow.

(b) Changing the Internet topology. AS1 can correlate one flow.
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(c) Changing the destination position. AS1 and AS4 can both correlate
the same flow.

Figure 8: Examples of factors influencing the network adver-
sary metric. Colored ASes can correlate the traffic.

and exit positions. This yields the following metric:

NM(d) = bw,(d) ]_[ 1 - |Pr(ald) x Z Pr(ale) Pr(e|d)

aceA ecreachgyp (d)

+bwe(d) [ [ 1- [Pr(ald)x T Pr(alg) Pr(gld)
aceA gereachgup (d)

®

The different probabilities can be computed at a given time based
on public data from the consensus, knowledge of Tor’s path selec-
tion algorithm, and the AS path inference used in Section 5 once
the distribution of paths is known.

Multiple network factors can influence the result of our network
adversary metric. Figure 8 illustrates variants of a small example
network involving a guard and an exit alongside some clients and
destinations those clients intend to visit. In a perfect situation
for the guard according to our metric, all possible client paths
to reach the guard never traverse an AS that can also intercept
traffic flowing from an exit to a potential destination. The solid
blue arrows indicate all the paths used by client data to reach the
guard. Similarly, the dashed arrows indicate all the paths used
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Figure 9: Cumulative value for the relay metric (Equations (2)
to (4)) and network metric (Equations (6) to (8)). For each date,
only the relays set for exclusion are considered.

by client data to reach their destination from the exit relay. All
those paths traverse the topology of ASes used in this example. For
each variation, we show how the guard’s metric changes due to
the modification in the network. To make the example clearer, we
chose not to represent more than one exit that can be paired with
the guard. In practice, the metric would be computed by taking into
account all exits in the network that can be paired with the guard
to form a circuit.

Figure 8a illustrates how the guard’s position in the network can
influence its metric. In that situation, the guard is placed in AS5.
Now two ASes have a nonzero probability of being in a position to
correlate traffic. AS5 can now see, with probability 1/3, the traffic on
both ends. Even worse, AS2 has probability 1 of being in a position
to correlate the traffic. This gives the guard a network adversary
metric of NM(g) = 0.

Figure 8b illustrates how the Internet topology can also influ-
ence the guard’s network adversary metric. In this example, AS5
is connected to AS1 instead of AS2. This changes the path from
the exit relay to destination D1. Thus, AS1 now has probability 1/3
of intercepting both ends of a circuit. For that reason, the guard’s
metric is now NM(g) = bwy(g) x 2/3.

Finally, in Figure 8c, we illustrate the influence of the destina-
tion’s position in the network. Here, destination D1 has moved
from AS5 to AS4. In that case, AS1 and AS4 are both able to per-
form traffic correlation. For AS1, the probability that both ends of
a circuit traverse it equals 1/3, and for AS4 that probability equals
1/3x1/3 = 1/9. This yields a final metric of NM(g) = bw(g)x16/27
for the guard. Symmetrically, it is clear that the clients’ positions
also contribute to that guard’s metric.

6.4 Evaluating excluded relays’ contribution

We compute both relay and network metrics for the relays set for
the four exclusion rounds: 2021-12-01, 2022-03-21, 2022-10-07, and
2023-05-17 to illustrate how they can help identify important relays
to keep in the network.

6.4.1 Relay adversary metric. Figure 9a shows the cumulative dis-
tribution functions of the relay adversary metric for the four exclu-
sion rounds mentioned earlier. Each curve in the figure represents
the proportion of all excluded relays’ contributions to resisting
relay adversaries. For example, the curve for the exclusion round
in May 2023 indicates that 25 relays contributed 60% of the total
resilience to relay adversaries provided by all excluded relays.
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6.4.2 Network adversary metric. Figure 9b shows the cumulative
distribution for the metric over all the relays listed for exclusion.
It is worth noting that, to cover 50% of the cumulative metric, it is
generally sufficient to ensure that the 25 “largest” relays according
to this metric are updated before the exclusion. Contacting all the
relay operators is not as critical, as a few relays account for a large
share of the cumulative value of the metric.

The first three exclusion rounds represented on the graph have
similar curves. However, the curve for the exclusion of May 2023
is shifted to the left: a smaller set of relays accounts for the same
share of the cumulative metric that will be excluded. The exclusion
of May 2023 is slightly smaller than that of March 2022 (344 relays
and 354 relays, respectively). As the metric has a value of zero for
all middle relays, the leftward shift of the May 2023 curve is caused
by a smaller number of non-middle-only relays being excluded (106
for May 2023 versus 182 for March 2022).

6.4.3 Ranking relays. We use the metrics to rank relays about to
be excluded from the network. To provide insight into how the
metrics can identify important relays, we list the 15 relays with the
highest scores for each metric in Tables 1a and 1b. We depict only
the exclusion of October 2022.

The tables in Appendix E show that relays with higher bandwidth
generally appear at the top of the ranking: bandwidth is part of the
computation for both metrics and is directly linked to the number
of clients that the relay can handle. However, both metrics provide
additional nuance: sorting by the metric does not simply sort by
bandwidth. The position the relay can take in a circuit is also taken
into account: most exit relays are pushed to the top of the ranking,
especially in Table 1a.

It is interesting to note that the relay xeracition is in the top-3
in both tables with only 63% of the bandwidth of the first relay
(slauthtertodeport?). For the utility metric (Equation (3)), this
means its normalized bandwidth as an exit is much lower than
slauthtertodeport1, but it can connect to more guard capacity, as
the final metric value is close to the metric of slauthtertodeporti.
Likewise, for the network metric (Equation (7)), xeracition is bet-

ter at avoiding network-level adversaries than slauthtertodeport1:

it has nearly the same metric value with significantly lower band-
width. Another interesting relay is Password: this is the only relay
with less than 30 MiB/s of bandwidth to be ranked in Table 1a.
These results show that unusual locations of some relays have a sig-
nificant positive impact on the network’s provided security against
our modeled adversaries. Potentially, such a metric and ranking
could be part of incentives to foster diversity.

Looking at the most popular ASes appearing in Tables 1a and 1b,
one of them stands out. AS16276 (OVH, a popular French hosting
provider) appears five times in Table 1a and six times in Table 1b.
The popularity of OVH across relay operators does not help the
relays achieve large metric values. The Tor path selection algorithm
prevents any two relays hosted in the same /16 subnet (or /32
for IPv6) from being used in the same circuit. This restriction is
captured in both metrics and lowers the score despite their high
bandwidth. Having a large share of relays hosted in a single AS
especially lowers the score for the network adversary metric, as
this increases the probability of this AS being able to observe both
ends of the circuit. In the particular case of OVH, the provider is
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also popular for web hosting, so destinations to which Tor clients
connect are also likely to be observable by this AS. For those reasons,
it is reasonable that relays hosted at OVH are ranked lower in
Tables 1a and 1b than other relays with similar bandwidth.

From the tables, we see that, in general, relays with a high metric
value for one metric also have a high value for the other metric: 11
relays appear in both tables. However, four relays appear in only
one table, indicating that the metrics effectively capture different
aspects.

Finally, the human factor in relay operation is also visible: multi-
ple relays from the same family were set for exclusion and appear
in the top 15 both Tables 1a and 1b. Relays from the same family
are operated by the same person or the same organization. Simi-
larly, multiple relays were quite old (3+ years), indicating that the
operator already has some experience in operating Tor relays but
may suffer from the “up-to-date within the official repository but
rejected from the Tor network” issue, as discussed in Section 3.

6.5 Discussion

While the metrics presented in Sections 6.2 and 6.3 are based on
the consensus weight and other factors (such as network location
and flags), we observed that the consensus weight is the most
significant component of the metric on average. That is, a relay’s
consensus weight is a good estimate for our suggested metrics in
the average case, given the current Internet structure and relay
distribution relative to the adversary’s position. Either may change
in the future. This observation also depends on how we reason
about adversaries: our analysis considers that any AS on the path
might potentially be malicious. However, if the adversarial ASes or
victims are known [26], the metrics may depend less on consensus
weight and more on network topology and the location of those
adversarial ASes and victims.

7 Limitations

To create the list of popular destinations (Section 5), we used the
list produced by Tranco [40]. The list provides only domain names,
whereas Tor circuits are built to reach a specific IP address. To
this end, we resolved the domains found in the Tranco lists using
our DNS server. Because of the prevalent use of content delivery
networks (CDNs), the IP addresses obtained when resolving the
domain names may depend on our location. This limitation is com-
mon to most papers using such a list [33, 46, 53] and to widely used
systems for Tor simulation, such as Shadow [27, 28], which also
resolve IPs from a small set of vantage points.

In addition to the CDN issue, all DNS resolutions were performed
in 2024 (at the time of the experiments). Thus, domains that were
popular in 2019 were resolved in 2024 and may no longer have the
same IP addresses or may simply no longer exist. However, the
methodology we introduce, if used by the Tor Project to analyze
imminent relay rejection, would not face this limitation.

Considering this, the AS-paths constructed between the exit
nodes and the destinations in our experiments may not be the same
for all destinations when using another vantage point in space or
time. The potential impact of this is not clear, as already discussed
by other simulation tools for Tor [21].
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Such limitations could be mitigated using a crowdsourced DNS
measurement approach with data retention. Clients distributed
across the world could periodically resolve popular domains and
share the responses they obtained, as well as some network location
data. Initiatives like OONI [20] or RIPE Atlas [54] could be leveraged
to implement such crowdsourced data collection and to provide
historical results similar to the Tor Project’s CollecTor archive [71]
for Tor data.

While OONI and RIPE Atlas offer DNS resolution capabilities,
their application to large-scale DNS measurement presents chal-
lenges. OONI’s domain list is relatively static, with no straight-
forward mechanism for frequent updates. RIPE Atlas, in contrast,
requires users to earn credits (earned by running probes) which
constrains query volume based on both probe availability and credit
accumulation. Moreover, RIPE Atlas imposes rate limits on DNS
resolution requests per probe within defined timeframes.

8 Ethical considerations

Interviews followed university guidelines compliant with GDPR,
with participants giving informed consent. As stated in the consent
form, audio recordings of the interviews have been deleted since
the publication of this paper (September 2026), and transcriptions
of the interviews will be retained for a maximum of two years after
publication. Only the research team accessed the data, and partici-
pants could skip questions or withdraw, with their data destroyed if
they did so. This was explained beforehand in the interview guide
(Appendix C.2). Results were reported with aggregated numbers
and anonymized comments.

All experiments were conducted in controlled simulators, inter-
acting only with the live Internet for DNS resolution using institu-
tional servers.

9 Conclusion

Since 2019, the Tor Project has rejected outdated relays after each
new major release. In some cases, the number and bandwidth of
rejected relays seemed concerning despite Network Health Team
mitigation efforts. We study this policy’s impact (RQ 1) from relay
operators’ perspective (C 1, Section 3) and via network simulations
(C 2, Section 5).

Interviews with 26 Tor relay operators revealed that manual up-
dates are common, even among large operators. Some used default
package repositories for Debian and Ubuntu, despite Tor Project
recommendations against this practice [73], leading to exclusion
from the network even when their distributions were still sup-
ported. While operators acknowledged the security benefits of the
EoL policy, some noted concerns about increased operator burden
and reduced network diversity.

The operators we interviewed are probably among the most
committed: the vast majority of them were never excluded from the
network and would understand if one of their relays were rejected
because it was too out of date. However, when analyzing the data
related to the April 2024 exclusion, we note that 85% of excluded
relays did not return with an updated version within a month.

Based on the simulations, we showed that past rejections had a
limited immediate security impact on Tor clients. However, there
is a potentially more concerning and persistent community impact
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on operators, since we observe that most excluded relays did not
return. We also observe that although the rejections strengthened
the adversary’s success, they merely accelerated it by a few days.
Our results provide evidence that the churn of existing relays is an
important factor in reducing the anonymity of Tor clients.

Relay rejections may conflict with existing “up-to-date” Tor ver-
sions within OS distributions, which may cause new operators to
install a Tor version that is immediately rejected. There is no sim-
ple technical solution to a problem inherently caused by policy
misalignment among independent software projects. An ambitious
direction may be to redesign the lifecycle of the Tor software to
make it independent of the systems on which it runs. A proof-of-
concept [55] supports controlling the software lifecycle by hot-
swapping updates in memory via JITed bytecode, but introduces
its own downsides and open questions.

We also propose an approach to measure the security contribu-
tion provided by individual Tor relays (RQ 2) using security metrics
(C 3, Section 6). We design these metrics based on two commonly
considered adversaries against Tor: a network adversary controlling
part of the network infrastructure and a relay adversary adding ma-
licious relay capacity to Tor. We show how the metrics can be used
to rank relays about to be rejected from the network and provide
insight into the most important relays in the network.

Using insights from qualitative analysis, simulations, and relay
ranking, we present three key recommendations addressed to the
Tor Project developers to facilitate EoL policy implementation.

(1) Consider not distributing Tor via official distribution
package repositories known to fall out of date regularly
(e.g., Debian, Ubuntu, and possibly Alpine, based on Figure 3).
This approach would prevent accidental installation of outdated
Tor versions and require new operators to read Tor documenta-
tion, which advises against using the default package manager
for Debian and Ubuntu [73].

(2) Keep the EoL policy clear for operators. When will my relay
be excluded if I do not update? What happens next? How can I
rejoin the network? How frequently am I supposed to update?
The policy should explicitly answer these questions for oper-
ators. Currently, the information is dispersed across multiple
documents [63, 72] and does not address all questions from the
operators’ perspective.
Provide clear, early, and predictable notifications about
upcoming rejections to affected operators. Multiple chan-
nels (mailing lists, social networks, logs, monitoring tools) are
already used, but there is documentation describing where op-
erators can subscribe to only receive information about relay
updates. The mailing lists announcing relay updates also an-
nounce other topics (e.g. Tor Browser updates) which are not
relevant to relay operators. We suggest using a specific mailing
list for those announcements, a dedicated hashtag on social
networks, and an RSS feed.
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A Open science

The tools used to produce the results presented in this paper are
available here online. Note that those tools were not part of the
peer-review process.

https://github.com/dont-kill-my-relay/relay-rejection

B Generative Al usage

We used generative Al to bootstrap minor parts of the code, proof-
read the text, and rephrase parts of it. Other than that, generative
Al was not used to produce the research output or to write the

paper.

C Interview process

C.1 Participant recruitment

We recruited participants via two channels: the Tor relay opera-
tors mailing list [11] and paper signs displayed at FOSDEM [4].
The consent form was attached to the email on the mailing list
so participants could read it and decided for themselves to take
part in interview. For participants contacting us during FOSDEM,
we shared the consent form using the same channel the partici-
pant used to contact us. We answered participant questions before
starting the interview. Questions raised on the mailing list were
addressed by replying the to the mailing list and can be found in
the online archive of that list [11].

C.2 Interview guide

Below is the information provided and the questions posed to par-
ticipants during the interviews.

Introduction.

(1) Questions are open-ended and have no right or wrong answers.
(2) You may skip any question. Simply reply “I don’t know” or “I
would rather not answer”, and we will move on.
(3) Take the time you need to reply and gather your thoughts.
(4) You may stop the interview at any time. Simply tell me, and I
will not save or use your answers.
(5) The interview is structured in three parts:
(a) The first concerns your background as a Tor relay operator.
(b) The second concerns your installation and update process
in relation to Tor.
(c) The last concerns the EoL policy applied by the Tor Project
since 2019.

Tor relay operator background.

(1) How many relays do you operate?
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(2) How much total bandwidth do they provide? You may specify
the total advertised or the total actually used, whichever is
easier for you to find or remember.

(3) Since when have you operated these relays?

(4) How are the relays hosted?

Installation and update process.

(1) How did you install Tor on your relays?

(2) How do you keep your relays up to date with the latest Tor
version?

(3) Inyour view, what happens between the moment the Tor Project
releases a new version and the moment the update is applied to
your relay? Specifically, who is involved? What are the steps?

(4) What are the main benefits and disadvantages of this approach?

EoL policy and exclusion. At this point, and to provide all par-
ticipants with the same context, the following text is read aloud
verbatim: “Since 2019, Tor has been rejecting relays running outdated
versions from the network. Currently, only non-EoL version series are
accepted. When a version series becomes EoL, it is rejected from the
network soon after. This has resulted in between one and three version
series being accepted in the network since 2019.”

During the first interviews, the wording was: “Since 2019, Tor
started to reject relays running outdated versions from the network.
Currently, only the three most recent version series are accepted. When
a new version series is released, the oldest accepted version series is
rejected from the network.” A participant pointed out that this did
not exactly reflect reality; hence the change.

(1) Were you aware of this policy before starting the interview?
(2) What is your opinion of this policy?
(3) Has one of your relays ever been excluded from the network
because it was too out dated?
(a) If so, how did you feel, and how did you react?
(b) If not, how would you feel and react if one of your relays
were rejected from the Tor network?

D Factors influencing the relay metric

Multiple properties of the relays and the network can influence
the value of our relay utility metric, presented in Section 6.2. Fig-
ure 10 highlights influencing factors with a small network setup.
Unless otherwise specified, we assume that all relays have the same
bandwidth b for this example. Also, the relay metric depends on
normalized weights but is not normalized itself. As such, the sum
of the metrics, even for the same set of relays, does not necessarily
equal one.

In the setup depicted in Figure 10a, g; holds one third of the
total guard bandwidth and can connect to all exits. Therefore, the
following computation holds for its utility metric: RM(g;) = 1/3X 1.
The same applies to g3. For ga, it can connect to only two thirds of
the exits. As expected, its utility is lower because the number of
possible circuits is lower: RM(g2) = 1/3 X 2/3 = 2/9.

Intuitively, guards g; and g3 are more useful to clients than gs:
they provide access to one more exit relay. For the same reason,
an adversary already operating in the network would prefer to see
g1 or g3 excluded rather than gz, as more clients would have to re-
sample relays to build new circuits. This is especially true for guards,
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as they are long-lived: a client attempts to keep using the same
guard for an extended period to avoid being compromised [13].

If g2 has double the bandwidth (it now has 2b) and other relays
remain unchanged, we have: RM(g1) = 1/4 X 1, RM(g3) =1/4 %X 1,
and RM(g2) = 1/2 x 2/3 = 1/3. Relay g2 now has a higher utility
metric because its bandwidth is twice that of all the other relays,
although it can connect to only two thirds of the exit capacity.

Figure 10b (with all relays having the same bandwidth b) shows
the importance of normalization in our metric. Adding one exit
relay e4 that can be reached only by g; will not affect the utility
metric of g;: this guard will still be able to connect to all exits and
holds one third of the guard bandwidth (hence its metric remains
RM(g1) = 1/3 X 1, as in Figure 10a). However, the metric for both
g2 and g3 is now lower: neither can connect to e4, as they are
hosted in the same subnet. Their metrics are now, respectively,
RM(g2) =1/3x1/2=1/6 and RM(g3) =1/3x3/4 =1/4.

Finally, Figure 10c shows how adding a guard lowers the utility of
all other guards compared to the setup in Figure 10a. Assuming that
the new guard also has a bandwidth of b, g; and g3 have a metric of
1/4x1, and g2 has a metric of 1/4x2/3 = 1/6. As there are now more
guards in the network, the utility of each guard is relatively lower.
Similarly, the marginal success increase of an already operating
adversary will be lower, as clients will be distributed over more
guards.
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Figure 10: Examples of factors influencing the relay adver-
sary metric.
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# Relay (family) RM? Location (accuracy) AS Bandwidth First seen Uptime Flags
2 slauthtertodeportl 6,327,184 LT (200 km) AS209588  75.31MiB/s 2021-12-08 93days Y OB ORB®
3 xeracition 6,303,121 DE (200 km) AS51862 47.11MiB/s  2022-09-08 2days %0 20EO®
4 NLfreedom1 5,976,839 Dronten, NL (20 km) AS60404 68.20 MiB/s  2022-02-27 222 days *5yO0B20E®
32 presaultboubds 3,093,893 RO (200 km) AS47890 41.73MiB/s 2021-12-08 77days $YORB— OB ®
67 smortRley 2,394,694 Uusimaa, FI (200 km) AS24940 56.90 MiB/s  2022-07-06 8 days y0O ~S0EQ
177 Password 1,756,601 Bucharest, RO (20 km) AS200651  26.45MiB/s  2021-12-06 306 days *5yO0B20E®
267 zO0rb4l2 1,436,816 DE (200 km) AS24940 45.57MiB/s  2017-04-22 105 days ¥0 20EQ
276 WWW 1,419,711  FR (500 km) AS16276  46.06 MiB/s  2021-08-24 10 days YOBEO0EBO
444 lightblue 1,128,927 DE (200 km) AS42730 34.70 MiB/s  2020-08-15 36 days ¥0O S0EO
571 CanisFamiliaris (de) 974,982  US (1000 km) AS16276 42.32 MiB/s  2022-03-23 1 day YO0 S0EO
608 Euphoria 940,772  Virginia, US (1000 km) AS16276  40.02MiB/s  2022-03-20 2 days Y0 20RO
621 CanisLupus () 923,667 US (1000 km) AS16276 40.90 MiB/s  2022-03-23 1 day YOEBO0E O
627 adrian 923,667 Virginia, US (1000 km) AS16276 44.83MiB/s 2022-01-26 48 days YOBOEBO®
669 Bananenbakker 902,919 NL (100 km) AS1102 37.86 MiB/s  2018-05-04 5 days 0 ~S0EO
711 torxlsteack 855,248 Lyon, FR (20 km) AS207992 40.90 MiB/s 2021-12-04 2 days ¥0 S20EQ

2 To improve readability of the metric value, we multiply it by a factor of 10°.
(a) Top-15 relays ranked by relay utility metric (RM)

# Relay (family) NM Location (accuracy) AS Bandwidth First seen Uptime Flags
2 slauthtertodeport1 1,693,736 LT (200 km) AS209588 75.31MiB/s 2021-12-08 93 days *5yO0B20E®
5 NLfreedom1 1,184,356 Dronten, NL (20 km) AS60404 68.20 MiB/s  2022-02-27 222days Y OB ORB®
9 xeracition 1,118,268 DE (200 km) AS51862  47.11MiB/s  2022-09-08 2days %0 S20B9®
31 smortRley 869,508 Uusimaa, FI (200 km) AS24940 56.90 MiB/s  2022-07-06 8 days ¥0O S20EQ
62 presaultboubds 714,523 RO (200 km) AS47890 41.73MiB/s  2021-12-08 77 days $YORB—L OB ®
162 zOrb4l2 521,705 DE (200 km) AS24940  45.57MiB/s  2017-04-22 105 days Y0 S£0EB9®
178 WWW 506,756  FR (500 km) AS16276 46.06 MiB/s  2021-08-24 10 days YOERO0E O
338 lightblue 384,364 DE (200 km) AS42730 34.70 MiB/s  2020-08-15 36 days ¥0 20EQ
365 Password 366,237 Bucharest, RO (20 km) AS200651  26.45MiB/s 2021-12-06 306days *Y OB OB ®
403 CanisFamiliaris (de) 348,013  US (1000 km) AS16276 42.32 MiB/s  2022-03-23 1 day Y0 S0EO®
431 Euphoria 335,802 Virginia, US (1000 km) AS16276 40.02 MiB/s  2022-03-20 2 days Y0 S0EO
443 CanisLupus () 329,696  US (1000 km) AS16276  40.90 MiB/s  2022-03-23 1 day YORLOEBO
444  adrian 329,696 Virginia, US (1000 km) AS16276 44.83MiB/s  2022-01-26 48 days YOBRO0E O
483 Unnamed 313,283 Fremont, US (20 km) AS63949 32.12MiB/s  2022-09-24 94 days LA V=g - ]'2{.]
495 Bananenbakker 313,283 NL (100 km) AS1102 37.86 MiB/s  2018-05-04 5 days Y0 S0EO®

(b) Top-15 relays ranked by network adversary metric (NM)
®Exit ¥ Fast ©Guard BHSDir & Running © Stable BV2Dir @ Valid

Table 1: Top-15 relays ranked by each metric for the exclusion of October 2022. Blue and bold relay names appear in both
Tables 1a and 1b. The first column indicates the rank of the relay in the consensus when sorted by the metric value. GeolP data
from MaxMind, Inc. [42].

E Metric ranking

For each relay, Tables 1a and 1b report the approximate geographic
location (based on the IP address), the AS hosting the machine (also
based on the IP address), the highest bandwidth reported by the

All information displayed in Tables 1a and 1b is publicly avail-
able.

F AS adversaries ranking

relay for any 10-second period over the past 5 days, the relay’s age
and uptime, and its flags. Relays from the same family are indicated
by an icon next to their names. Blue, bold font indicates that the
relay appears in both Tables 1a and 1b. Although not all of these
attributes are used to compute the metrics, they may help readers
understand the relay’s profile.

Figure 11 shows which ASes are in a position to observe both ends
of a circuit. Note that the top-2 (AS6939 and AS3359) and the top-
3 (AS6939, AS3359, and AS1299) are stable across the four dates
considered. The ASes identified by our simulations are consistent
with the top-ranked infrastructure ASes identified by IPInfo [24].
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https://ipinfo.io/AS16276
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Figure 11: Top-10 ASes capable of observing circuits on both ends for the four exclusion dates considered. The percentage of
circuits is the fraction of simulated circuits on which the AS is found on both ends.
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